Cyber Risk
Insurance
M O D E RN C OV E R AG E
FO R YO U R B U S I N E S S

As the world changes, it’s important to make sure your business is covered. Heavy reliance on computer and data
technology has heightened every business’ exposure to the risk of identity theft, data breaches and cyber attacks,
all of which are becoming increasingly frequent, costly and complex to resolve.
Businesses from different industries, regardless of size, are now exposed to potentially damaging consequences.
Their revenues and reputations and the trust of their customers and employees are all at risk.

DID YOU KNOW THAT…
• Canadian businesses are losing over $3 billion a year to cybercrime*
•	Cyber attacks were identified as the top emerging risk for
business owners†
• 70% of cyber attacks target small and medium-sized businesses‡

Cyber risk insurance can help protect your
business against financial losses and allow
you access to professional assistance in the
case of identity theft, data compromise or a
cyber attack.
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WHY ARE BUSINESSES VULNERABLE?
•	Small businesses have limited resources to implement a robust security infrastructure
•	Most businesses, especially smaller ones, have no plan for responding to a data breach
•	The information that hackers want—credit card credentials and personally identifiable information—is often less guarded on
a small business’ system

What is Cyber Risk?

Types of Cyber Risk

Although they are often referred to interchangeably, “identity
theft,” “data breach” and “cyber attack” remain distinct in terms
of their definitions, triggers, losses and affected parties.

Identity theft

Who can be affected by cyber risk?

With just a few pieces of your personal information, like your
driver’s licence or Social Insurance Number, an identity thief
can open credit accounts, secure loans or enter into contracts
in your name.

•
•
•
•

Clients
Customers
Volunteers
Employees

Information that can be compromised or stolen
• Credit/debit account numbers
• Driver’s licence information
• Social Insurance Numbers
• Email addresses
• Medical and healthcare information
•	Other sensitive personal information
(i.e. passport number)

Identity theft occurs when a business owner’s private
identifying information is used for fraudulent loans or crime.

Data breach
A data breach occurs when data is lost, stolen or accidentally
made public.

Cyber attack
A cyber attack occurs when someone with malicious intent
purposefully attacks a computer system or network.
Attacks on a business’ computers can happen in a variety
of ways, including hacking, malware attacks or denial of
service attacks.

New Data Breach Notification Law – Bill S-4
Cyber risk has become such an important issue that the Canadian government has decided to act to protect
the public. As of November 2018 it is mandatory for all organizations to report data breaches involving personal
information under its control to affected individuals and the Office of the Privacy Commissioner of Canada.
It is an offence to contravene the requirement of the Act.

CYBER RISK COVERAGES
To help protect your business, we offer three distinct, affordable coverages to make sure you’re covered in the event of a
cyber risk incident.

Identity Restoration
This coverage reimburses you for expenses associated with the restoration of your identity if you become a victim of identity fraud.
It also includes case management services.

Data Compromise
This provides coverage for services that enable an insured business to respond effectively when personal information in their care,
custody or control has been lost, stolen or inadvertently published.

CyberOne®
CyberOne® helps pay for the costs associated with computer restoration and data recovery and also protects against third party liabilities a
business might have as a result of a cyber attack.

Identity Restoration
What is covered
Expense reimbursement

Limits

• Costs of refiling applications for loans

Expense reimbursement limit: $35,000

• Costs of notarizing affidavits and other similar documents

Sub-limits:
• Other costs: $1,000
• Lost wages and supervision expenses: $5,000

• Costs of long distance phone calls and postage
• Costs of credit reports
• Legal fees and expenses approved by the insurer
• Lost wages and supervision expenses
• Other costs such as service fees from financial institutions
Case management services
• Victims of identity fraud have access to an
identity restoration professional

Case Management Services – up to
12 months

No deductible applies.

Data Compromise

CyberOne®

What is covered

What is covered

Forensic information technology services

Data restoration

• Assessment of the nature and extent of the personal
data compromise by an external professional firm
• Assessment of the number of affected individuals

•	The cost of an external professional firm hired by the
policyholder to replace lost or corrupted data from
electronic sources

Legal services

Data re-creation

•	Access and means to obtain professional legal advice
on how to best respond to the data compromise

• The cost of an external professional firm hired by the
policyholder to replace lost or corrupted data from
non-electronic sources

Breach notifications
• Notification to affected individuals
•	Notification to the Office of the Privacy Commissioner
of Canada or other regulatory authority
•	Covers costs of creating wording, printing and mailing
of notices
Services for affected individuals
•
•
•
•

Informational materials
Helpline
Fraud alert
ID case management

Public relations services
•	Review and response to the potential impact
on a policyholder’s business relationships by a
professional PR firm
Defense and liability
•	Data compromise defense costs, which are expenses
resulting from the investigation, defense and appeal
of any “data compromise suit”
•	Data compromise liability directly arising from the
covered cause of loss, including:
• Damages, judgements or settlements to
affected individuals
• Defense costs added or awarded by law or court order
• Prejudgement interest on that part of any judgement
paid by us

Limits and deductible
Response expense limit: $50,000
Sub-limits:
• Forensic IT: $5,000
• Legal review: $5,000
• PR services: $5,000
Defense and liability limit: $50,000

System restoration
•	The cost of an external professional firm hired by the
policyholder to restore the computer system to the
pre-attack level of functionality by:
• Replacing or reinstalling computer software programs
• Removing malicious code
• C
 orrecting the configuration of the policyholder’s
computer system
Loss of business
•	Business income lost by the policyholder and extra
expenses incurred by the policyholder during the period
of time when system and data recovery activities are
taking place
Public relations services
• The cost of assistance from a professional PR firm
in communicating with outside parties concerning the
computer attack and the policyholder’s response
Network security liability
In the event of a network security liability suit, CyberOne®
covers the costs of defense, settlement and judgement.
Defense is provided within the coverage limits.

Limits
Computer attack limit: $25,000
Sub-limits:
• Data re-creation: $2,500
• Loss of business: $5,000
• PR services: $2,500
Network security liability limit: $25,000

Deductibles
• Network security liability: $1,000
• All other coverages: $1,000, $2,500 or $5,000

Deductible: $1,000

SMC40000 (2018-10)

Please contact your Desjardins Agent or visit
desjardinsagents.com if you would like to learn more
about our cyber risk offer.

Certain conditions, limitations and exclusions may apply. The terms and conditions of the coverages described are set out in the insurance policy, which always prevails.
CyberOne® is a trademark of The Boiler Inspection and Insurance Company of Canada (BI&I)
Desjardins Insurance refers to Certas Home and Auto Insurance Company, underwriter of automobile and property insurance
or Desjardins Financial Security Life Assurance Company, underwriter of life insurance and living benefits products.
Desjardins, Desjardins Insurance and related trademarks are trademarks of the Fédération des caisses Desjardins du Québec, used under licence.

desjardinsagents.com

